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DETAILED ACTION 

1 . This is a final Office Action in response to the applicant's correspondence filed on 
February 28, 2007. 

2. The applicant added new claims 13-19. 

3. Claims 1-19 have been considered and are pending. 

Response to Arguments 

4. Applicant's arguments with respect to claims 1-19 have been considered but are moot in 
view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

6. Claims 1, 2, 7 and 10-14 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Admitted prior art by applicant (hereinafter referred to as Admission) in view of Markham (US 
Pat. No.: 5, 796, 836). 



As per claim 1 : 

Admission discloses a parallel stream operation apparatus, comprising: 
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an input stream processing unit receiving a plurality of data streams in parallel, and 
outputting each data stream to the one of the paths that corresponds to a key that, 
from among the plurality of keys, is for one of encrypting and decrypting the data 
stream (figure 1: 1621, 1601-1605; page 2: lines 6-19; page 3: lines 15-25); and 
an operation unit performing, with respect to each of the data streams output to the paths, 
one of decryption and encryption using the key in correspondence with the path to 
which the data stream was output (figure 1: 1661; page 3: lines 19-25), 
Admission discloses a different one of a plurality of keys used for encrypting and/or 
decrypting data streams (figure 1: 1631-1634). Admission does not explicitly disclose a plurality 
of paths; each corresponding to a different one of a plurality of keys used for one of encrypting 
and decrypting data streams. Markham, in analogous art, however, discloses a plurality of paths, 
each corresponding to a different one of a plurality of keys used for one of encrypting and 
decrypting data streams (figure 8a: 34; 92, 90, 88; column 13: lines 20-30; lines 55-64). 
Therefore, it would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to modify the system disclosed by Admission to include a plurality of paths, 
each corresponding to a different one of a plurality of keys used for one of encrypting and 
decrypting data streams. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated to do so to provide system and method for 
decoupling encryption of one plain text block from the encryption of the next plain text block 
and encryption apparatus can be placed in parallel to increase throughput through the encryption 
circuit as suggested by Markham in (column 3: lines 35-40; column 4: lines 4-8). 
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As per claim 2: 

Admission discloses a parallel stream operation apparatus, comprising: 
an output stream processing unit receiving the plurality of data streams that have been 
decrypted or encrypted by the operation unit, and output each received data 
stream to a different one of a plurality of output interfaces (figure 1: 1661, 1681- 
1685). 

As per claim 7: 

Markham discloses a parallel stream operation apparatus, comprising: 
a re-input path for re-inputting, into the input stream processing unit, one of the data 
streams that has already been encrypted or decrypted and output by the operation 
unit, wherein the operation unit encrypts or decrypts the input data stream that has 
already been encrypted or decrypted, using a key that is different to a key 
previously used to encrypt or decrypt the data (figure 1 la: 52.1, 52.2. 52.3). 

As per claim 10: 

Admission discloses a parallel stream operation method used in a parallel stream 
operation apparatus that includes a plurality of paths, each of the paths corresponding to a 
different one of a plurality of keys used for one of encrypting and decrypting data streams, the 
method comprising: 

an input stream processing step of receiving a plurality of data streams in parallel, and 
outputting each data stream to a the one of the paths that corresponds to a key that 
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from among the plurality of keys is for one of encrypting and decrypting the data 
stream (figure 1: 1621, 1601-1605; page 2: lines 6-19; page 3: lines 15-25); and 
an operation step of with respect to each of the data streams output to the paths, 
performing one of decryption and encryption using the key in correspondence 
with the path to which the data stream was output (figure 1: 1661; page 3: lines 
19-25). 

As per claim 1 1 : 

Admission discloses a parallel stream operation program executed in a computer in a 
parallel stream operation apparatus that includes a plurality of paths, each of the paths 
corresponding to a different one of a plurality of keys used for one of encrypting and decrypting 
data streams, the program comprising: 

an input stream processing step of receiving a plurality of data streams in parallel, and 
outputting each data stream to the one of the paths that corresponds to a key that 
from among the plurality of keys is for one of encrypting and decrypting the data 
stream (figure 1: 1621, 1601-1605; page 2: lines 6-19; page 3: lines 15-25). 
an operation step of with respect to each of the data streams output to the paths, 
performing one of decryption and encryption using the key in correspondence 
with the path to which the data stream was output (figure 1: 1661; page 3: lines 
19-25). 
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Admission discloses a different one of a plurality of keys used for encrypting and/or 
decrypting data streams (figure 1: 1631-1634). Admission does not explicitly disclose a plurality 
of paths, each corresponding to a different one of a plurality of keys used for one of encrypting 
and decrypting data streams, Markham, in analogous art, however, discloses a plurality of paths, 
each corresponding to a different one of a plurality of keys used for one of encrypting and 
decrypting data streams (figure 8a: 34; 92, 90, 88; column 13: lines 20-30; lines 55-64). 
Therefore, it would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to modify the system disclosed by Admission to include a plurality of paths, 
each corresponding to a different one of a plurality of keys used for one of encrypting and 
decrypting data streams. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated to do so to provide system and method for 
decoupling encryption of one plain text block from the encryption of the next plain text block 
and encryption apparatus can be placed in parallel to increase throughput through the encryption 
circuit as suggested by Markham in (column 3: lines 35-40; column 4: lines 4-8). 

As per claim 12: 

Admission discloses a television reception apparatus, comprising: 
an input stream processing unit sp receiving a plurality of data streams in parallel, and 
outputting each data stream to a the one of the paths that corresponds to a key that 
from among the plurality of keys is for one of encrypting and decrypting the data 
stream (figure 1: 1621, 1601-1605; page 2: lines 6-19; page 3: lines 15-25); and 
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an operation unit to performing, with respect to each of the data streams output to each of 
the paths one of decryption and encryption using the key in correspondence with 
the path to which the data stream was output an operation unit performing, with 
respect to each of the data streams output to the paths, one of decryption and 
encryption using the key in correspondence with the path to which the data stream 
was output (figure 1: 1661; page 3: lines 19-25). 

Admission discloses a different one of a plurality of keys used for encrypting and/or 
decrypting data streams (figure 1: 1631-1634), Admission does not explicitly disclose a plurality 
of paths, each corresponding to a different one of a plurality of keys used for one of encrypting 
and decrypting data streams. Markham, in analogous art, however, discloses a plurality of paths, 
each corresponding to a different one of a plurality of keys used for one of encrypting and 
decrypting data streams (figure 8a: 34; 92, 90, 88; column 13: lines 20-30; lines 55-64). 
Therefore, it would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to modify the system disclosed by Admission to include a plurality of paths, 
each corresponding to a different one of a plurality of keys used for one of encrypting and 
decrypting data streams. This modification would have been obvious because a person having 
ordinary skill in the art would have been motivated to do so to provide system and method for 
decoupling encryption of one plain text block from the encryption of the next plain text block 
and encryption apparatus can be placed in parallel to increase throughput through tHe encryption 
circuit as suggested by Markham in (column 3: lines 35-40; column 4: lines 4-8). 
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As per claim 13: 

Admission discloses a parallel stream operation apparatus, wherein the input stream 
processing unit converts the plurality of data streams to a format that is useable as content data 
before outputting each data stream to the one of the paths that corresponds to a key that, from 
among the plurality of keys, is for one of encrypting and decrypting the data stream (figure 1 : 
1621 stream processing unit). 

As per claim 14: 

Admission discloses a parallel stream operation apparatus, wherein the input 
stream processing unit converts the plurality of data streams to a packetized elementary stream 
packet format before outputting each data stream to the one of the paths that corresponds to a key 
that-, from among the plurality of keys, is for one of encrypting and decrypting the data stream 
(0010). 

7. Claims 8-9 and 16-19 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Admitted prior art by applicant (hereinafter referred to as Admission) in view of Markham (US 
Pat. No.: 5, 796, 836) and further in view of Goff et al. (hereinafter referred to as Goff, US Pat. 
No.: 6,347,143). 

As per claim 8: 

Admission and Markham do not explicitly disclose an input stream processing unit 
multiplexes at least two of the plurality of data streams to generate one data stream. Goff, in 
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analogous art, however, discloses an input stream processing unit multiplexes at least two of the 
plurality of data streams to generate one data stream (figure 2: 55-58). Therefore, it would have 
been obvious to a person having ordinary skill in the art at the time the invention was made to 
modify the system disclosed by Admission and Markham to include an input stream processing 
unit multiplexes at least two of the plurality of data streams to generate one data stream. This 
modification would have been obvious because a person having ordinary skill in the art would 
have been motivated to do so to provide additional protection against attacks on secrecy 
cryptographic device which includes a de-multiplexer, a plurality of encryption blocks, a 
plurality of permutation blocks, and a muhiplexer as suggested by Goff in (column 1 : lines 60- 
67; column 2: lines 15-20). 

As per claim 9: 

Goff discloses a parallel stream operation apparatus, wherein the input stream processing 
unit de-multiplexes one of the input data streams to generate a plurality of data streams (figure 1 : 
intelligent de-multiplexer). 

As per claim 16: 

Admission discloses a television reception apparatus wherein the data streams include at 
least video data and audio data (0006). 



As per claim 17: 
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Goff discloses an input stream processing unit multiplexes at least two of the plurality of 
data streams to generate one data stream (figure 2: 55-58). 

As per claim 18: 

Goff discloses an input stream processing unit demultiplexes one of the input data 
streams to generate a plurality of data streams (figure 2: 51-53). 

As per claim 19: 

Admission discloses an input stream processing unit converts the plurality of data streams 
to a packetized elementary stream packet format before outputting each data stream to the one of 
the paths that corresponds to a key that, from among the plurality of keys, is for one of 
encrypting and decrypting the data stream (0006; 00 10). 

Allowable Subject Matter 

8. Claims 3-6 are objected to as being dependent upon a rejected base claim, but would be 
allowable if rewritten in independent form including all of the limitations of the base claim and 
any intervening claims. 

9. The following is a statement of reasons for the indication of allowable subject matter: In 
a parallel stream operation a simplified and an improved throughput of encryption and 
decryption of the stream data is required. A simplified and less complicated operation is 
provided for selection a key in the operation step each time stream data in input. Particularly in 
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TV reception, applying this program to a parallel stream operation that has a plurality of paths 
that correspond respectively to a plurality of keys for encryption and/or decryption, complicated 
operations for selecting a key each time stream data is input are avoided. 

Conclusion 

10. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

See the notice of reference cited in form PTO-892 for additional prior art 

11. Applicant's amendment necessitated the new ground(s) of rejection presented in this 
Office action. Accordingly, THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). 
Applicant is reminded of the extension of time policy as set forth in 37 CFR 1.136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within TWO 
MONTHS of the mailing date of this final action and the advisory action is not mailed until after 
the end of the THREE-MONTH shortened statutory period, then the shortened statutory period 
will expire on the date the advisory action is mailed, and any extension fee pursuant to 37 
CFR 1 .136(a) will be calculated fi-om the mailing date of the advisory action. In no event, 
however, will the statutory period for reply expire later than SIX MONTHS from the date of this 
final action. 
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Contact Information 

12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Techane J. Gergiso whose telephone number is (571) 272-3784 
and fax number is XSMlSMH&^flM . The examiner can normally be reached on 9:00am - 6:00pm. 
If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, 
Emmanuel Moise can be reached on (571) 272-3865. The fax phone number for the organization 
where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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